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ABSTRACT

Detecting lock-related defects has long been a hot research topic in
software engineering. Many efforts have been spent on detecting
such deadlocks in concurrent software systems. However, latent
locks may be hidden in application programming interface (API)
methods whose source code may not be accessible to developers.
Many APIs have latent locks. For example, our study has shown
that J2SE alone can have 2,000+ latent locks. As latent locks are
less known by developers, they can cause deadlocks that are hard to
perceive or diagnose. Meanwhile, the state-of-the-art tools mostly
handle API methods as black boxes, and cannot detect deadlocks
that involve such latent locks. In this paper, we propose a novel
black-box testing approach, called LockPeeker, that reveals latent
locks in Java APIs. The essential idea of LockPeeker is that latent
locks of a given API method can be revealed by testing the method
and summarizing the locking effects during testing execution. We
have evaluated LockPeeker on ten real-world Java projects. Our
evaluation results show that (1) LockPeeker detects 74.9% of latent
locks in API methods, and (2) it enables state-of-the-art tools to
detect deadlocks that otherwise cannot be detected.

CCS Concepts

eSoftware and its engineering — Software testing and debug-
ging;
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1. INTRODUCTION

In multi-threaded programs, locks are used to exclusively access
memories. Defects such as deadlocks and livelocks can be raised
when locks are inappropriately enforced and/or released by threads.
As such defects decrease code quality, many approaches [4, 5, 13,
23,28] have been proposed to detect locking-related defects. With
the support of the these approaches, many concurrency bugs have
been detected, and some are previously unknown [13,28].

*Corresponding co-authors

In modern programming, APIs are widely used, but their locks
may not be well documented. Latent locks can live in API sources.
In this paper, we refer to a lock located inside an API whose source
is unaccessible as a latent lock. We have conducted a preliminary
study by analyzing the source files of J2SE'. The results show there
are 2000+ locks behind J2SE APIs. These locks can be taken as
latent locks if developers do not step into their sources.

Latent locks typically exist in two types of APIs: close-sourced
APIs which are encrypted (e.g., commercial libraries), and APIs
whose programming languages are different from the programming
languages of client code (e.g., native C/C++/C#/Assembly APIs
that are called through Java Native API). As developers may not
be able to access the source code of encrypted or native APIs, it
becomes impossible to find latent locks inside and detect defects
related to these locks.

Motivating example and the state-of-the-art.

Latent locks can cause serious bugs such as deadlocks. Figure 1a
shows a simplified version of Eclipse BIRT-287102> which con-
tains a deadlock caused by latent locks. When a thread (thread;)
of Thread1 starts, it invokes the J2SE method forName (line 6);
when a thread (threads) of Thread?2 starts, it acquires a lock
on obj (line 10). As shown in Figure 1b, a deadlock can happen,
because the native method forNameO acquires a lock on its pa-
rameter, loader: thread; caninvoke 1oadClass and acquire
a lock on obj (lines 14-15) when holding 1oader; at the same
time, threads invokes forName and acquires 1oader (line 11)
when holding ob j. However, even the thread dump (as Figure 1c
shows) does not state that locks are held and acquired in the native
method. Without any knowledge that a thread can lock a class-
loader when invoking forNameO, a program analysis tool cannot
detect the deadlock.

To the best of our knowledge, previous deadlock detecting ap-
proaches are less effective in finding such bugs, since they omit an-
alyzing APIs, and are often not comprehensive enough to analyze
the cross language sources. For example, our previous work [20]
shows that existing tools (e.g., JPF [32] and CheckMate [13]) can-
not detect deadlocks that involve latent locks in native code. As sur-
veyed by Hong and Kim [10], to detect lock-related defects, all the
existing approaches construct execution models for sources under
analysis. For example, Sorrentino et al. [29] dynamically record
reads and writes to shared variables, and construct an execution
model for the program in analysis. However, when sources are un-
available, it is difficult to determine which variables are shared, and
thus difficult to detect the corresponding concurrency bugs.

Some approaches [14,26,33] can analyze API methods, if their

"http://docs.oracle.com/javase/8/docs/api/index.htm]
Zhttps://bugs.eclipse.org/bugs/show_bug.cgi?id=287102



1. public class SimpleBirt287102 {
2. private SimpleClassLoader loader;
3. private Object obj;

4. class Threadl extends Thread {

5 public void run() {

6. Class.forName("java.lang.Object", true, loader);
[

8. class Thread2 extends Thread {
9. public void run() {

10. synchronized (obj) {

11. Class.forName("java.lang.Object", true, loader);
12. 33}

13. class SimpleClassLoader extends ClassLoader {

14. public Class<?> loadClass(String name) {

15. synchronized (obj) {...}

16. return super.loadClass(name);

17. 333}

18. private static native Class<?> forName((String name,
boolean initialize, ClassLoader loader, Class<?> caller);

(a) Buggy code

| Acq:obj
Legends:
Acq:loader 18 v —  Non-deadlock execution
Aca:load —»  Deadlock execution
ACq:Ob_] 18 €q.loader D Event in ordinary method
R ] b 18 Rel'loader . Event in APl method
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15 Line number in left program
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(b) Deadlock execution

“Thread-1":

at java.lang.Class.forNameO(Native Method)

at java.lang.Class.forName(Class.java:348)

at SimpleBirt287102$Thread2.run(SimpleBirt287102.java:45)
- locked <0x00000000d5eee710> (a java.lang.Object)

“Thread-0":

at SimpleBirt287102S$SimpleClassLoader.loadClass(SimpleBirt287102.java:64)
- waiting to lock <0x00000000d5eee710> (a java.lang.Object)

at java.lang.Class.forNameO(Native Method)

at java.lang.Class.forName(Class.java:348)

at SimpleBirt2871025Thread1.run(SimpleBirt287102.java:33)

(c) Thread dump

Figure 1: Buggy code simplified from BIRT-287102.

source code is available. Some other approaches generate replace-
ments for API methods. For example, Shafiei and Breugel [27]
manually write replacement code for native methods. As another
example, Kalinovsky [15] introduces a technique that decompiles
Java bytecode. However, as a replacement is usually not precisely
equivalent to the original method, a latent lock in the original API
method may not appear in its replacement.

Our approach.

Having observed that API methods are not easy to analyze and
believing that proper replacements can facilitate program analysis,
we propose in this paper an approach named LockPeeker that lever-
ages locking behavior’s effect in Java to construct a locking model
for each API method. Such effect is reserved in any Java APIL, no
matter whether it is encrypted or native. The model clearly presents
whether some latent locks can be enforced in an API method, and
thus aids program analysis tools in detecting deadlocks intertwined
by explicit and latent locks.

However, there remain many difficulties of generating such lock-
ing behavior models, since locked resources, locking structures,
and locking conditions are not explicitly defined, even in their API
documents. Many related questions are raised: Are there locks in
an API method? Which object(s) will be locked within the API
method? What are the relations among locks? Are they nested?
Is there any conditions for locking? Without answering these ques-
tions, it is not possible to construct a precise locking behavior model
for an API method, since its details are still blind to analysis.

LockPeeker has two major steps to detect latent locks in Java
API methods: (1) it repeatedly executes a target method and col-
lects the locks triggered during execution, through which a lock
tree structure is synthesized; and (2) locking conditions are inferred
by observing which test inputs trigger the locks. Synthesized lock
trees can be leveraged by existing tools for deadlock analysis.

This paper makes the following contributions:

o Problem statement. To the best of our knowledge, we are the

first to state the research problem of detecting latent locks in
API methods. The research problem can motivate follow-up
work that leads to more practical approaches and tools.

e Approach. We propose a novel approach, called LockPeeker,
that detects latent locks in Java API methods. The essential
idea of LockPeeker is that, given an API method, to perform
an extensive unit testing of this method, through which (1) a
tree of latent locks within the method can be derived by ob-
serving whether any locks can be enforced, and (2) the lock-
ing condition(s) can be inferred by learning which lock(s)
can be acquired by which test input(s).

o [mplementation and evaluation. We have implemented a tool
to support LockPeeker and evaluated LockPeeker on ten real-
world Java projects. Our results show that LockPeeker de-
tects 74.9% of locks in API methods. Furthermore, Lock-
Peeker allows locking trees and locking conditions to be gen-
erated for Java API methods, which helps find deadlocks that
otherwise cannot be detected from such methods.

The rest is organized as follows. Section 2 introduce our pre-
liminaries. Section 3 presents our approach. Section 4 evaluates
LockPeeker. Section 5 surveys related work. Section 6 discusses
relevant issues and the future work. Section 7 concludes this paper.

2. PRELIMINARIES

In this paper, we advocate the idea of inferring the locking struc-
ture and the associated conditions for a Java API method. In Java, a
thread can use the synchronized keyword to acquire an object’s
intrinsic lock that enforces exclusive access to the object, allowing
a block of statements be exclusively executed. More sophisticated
locking idioms (e.g., using a Lock object) are supported in the
java.util.concurrent.locks package. For simplifying
our discussion, we focus on intrinsic locks in this paper, because a
Lock object can be interpreted as one or more intrinsic locks.

In a method, locks can be sequentially or nestedly acquired and



receiver SLT
I:<receiver=this,
parameters—vl1=1, v2=true,v3=a,
fields — fl1=b, f2=c >

viv3 vif2
/

v:fl
CLT

API Code
1. public class Example{
2. private Object fl;
3. private Object f2;
4. foo(int v1, boolean v2, Object
v3){
5. synchronized(v3){
6. if(v1<=0||v2)
7. synchronized(f1){...}
8.

/C){ue }
9 hronized(f2){...
<v3.defiile> <R defaule 1o (-4
<fl, v1<=0||v2> 11. getters and setters for f1 and f2
12.}

Figure 2: Example of SLT and CLT. The SLT represents the locking
structure of the foo method. The CLT provides locking conditions.
The getters and setters for the fields in API Code are omitted.

released, many times under certain conditions. Lock tree [8] and
lock order graph [3,21] have been proposed to describe how locks
are organized in threads for deadlock detection. A lock tree is typ-
ically related to a thread, and its nodes are stateless: its root repre-
sents the thread, and each node represents a lock acquired by the
thread. We use a similar tree to represent locking structure and
locking conditions in a method. Moreover, we need stateful infor-
mation (i.e., test inputs of the target method) on the tree to infer the
locking conditions.

We use a test input interface to collect all variables used for test-
ing a target method. Correspondingly, a test instance is composed
of the concrete values for a test input interface in a test session. We
extend a lock tree to a stateful lock tree (SLT).

DEFINITION 1  (STATEFUL LOCK TREE). For a method (m)
declared in a class (C), a stateful lock tree describes, when a lock
is triggered, the execution structure and the test instance of m.

e The root (1) denotes a test instance that triggers the lock,
including the receiver (the this object or C.class), the pa-
rameters of m and the fields of C.

e A node (v) denotes the variable that contributes the lock.

o A parent-child relation between two nodes indicates that two
locks are nestedly enforced: the parent corresponds to the
outer lock, and the child the inner one.

The locks can be conditionally enforced. We thus use condition
lock tree (CLT) to represent such a locking structure and the locking
conditions in a method:

DEFINITION 2 (CONDITION LOCK TREE). For a method, its
CLT is an SLT whose nodes are supplemented with conditions.

e The root (con) denotes the default condition for all nodes.
e A node (v,con) denotes the variable on which the lock is
placed and the condition to trigger the lock.

A child can be associated with a condition stronger than its par-
ent’s condition. The condition on root is by default frue, indicating
that the lock is triggered unconditionally. Any condition on a node
is by default the same as the condition on its parent.

For example, Figure 2 shows an SLT and a corresponding CLT
derived from the foo method. The root of the SLT contains a test
instance consists of receiver, method parameters and class fields.
Node v3 is foo’s third parameter and Nodes f1 and f2 are class
fields, where v3 and f1 are nested locks represented by the left
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Figure 3: Overview of LockPeeker.

subtree, and f2 is a lock separately represented by the right sub-
tree. The locking condition is shown on the CLT. Node f1 has
a specified condition, indicating the variable f1 is locked under
the condition (v1 <= 0|[v2), and other nodes’ conditions are by
default frue, indicating that they are locked unconditionally. We
explain more details of SLTs and CLTs in Section 3.2.

3. APPROACH

This section first presents an overview of LockPeeker (Section 3.1),
and then presents how to synthesize the structure of a CLT (Sec-
tion 3.2) and how to infer the conditions of the CLT (Section 3.3).

3.1 Overview

LockPeeker constructs a CLT describing the locks for a target
method m. As shown in Figure 3, LockPeeker takes two major
steps in constructing a CLT:

Step 1: Constructing SLTs. LockPeeker iteratively generates
test instances and executes m. At each iteration, LockPeeker checks
whether locks are triggered in m: If a test instance can trigger
locks, an SLT is constructed to represent the observed locks. In
this step, we can generate many SLTs for a given API method, each
corresponding to one test instance.

Step 2: Merging SLTs into a CLT. LockPeeker merges the
SLTs into a CLT whose nodes’ conditions are inferred by learn-
ing the test instances. The CLT represents the observable locks and
locking conditions in m, allowing a program replacement to be cre-
ated. The program replacement allows existing tools to step into m
during locking analysis.

3.2 Synthesizing Structure

3.2.1 Constructing SLTs

For a target API method m, LockPeeker constructs an SLT for
m through performing a unit testing of the method. We formalize
a detection process as follow:

slt = par(threadi.acquire(i), threads.call(m, I)) (1)

where par requires that the two threads shall run in parallel; I de-
notes a test instance; ¢ denotes a variable of I; and sit denotes a
SLT that describes the observed locks in the execution. A sim-
ple construction involves two threads: thread is a thread acquir-
ing a lock on i, threads another calling m. Once threads is
blocked to wait for locking i, ¢ is the object locked in m. Therefore,
LockPeeker firstly starts thread; and then threads, and observes
whether threads is blocked while invoking m, i.e., whether i is
locked within m.



Algorithm 1 Constructing an SLT

Input: A test instance I and an API method m
Output: An SLT with locks ret

1: ret < root(I)

2: for each i in I do

3: thread; .start

4: lock(7)
5:  thread; .suspend
6: threads.start
7: call m(I)
8: if thread: is blocked on acquiring ¢ then
9: tree + tree(I)
10: nestingLocks < checkNesting(t2)
11: if nestingLocks # () then
12: tree.add(nestingLocks)
13: else
14: tree.add(i)
15: end if
16: ret <— ret.merge(tree)
17:  endif

18:  thread;.terminate
19:  threads.terminate
20: end for

Algorithm 2 cur.merge(target)

Input: Current SLT, cur
Objective SLT to merge, target
Output: Current SLT merged with the objective SLT
1: if isSimple() then
2 return corresponding SLT
3: end if
4: for each targetChild in target.children do
5:  node2Add < null
6:  for each curChild in cur.children do
7 if targetChild.isSame(curChild) then
8 node2Add < null

9: curChild < curChild.merge(targetChild)
10: break
11: else
12: node2Add < targetChild
13: end if
14:  end for

15:  if node2Add # null then
16: cur.add(node2 Add)
17:  endif

18: end for

19: return cur

When two non-nested locks are observed, we cannot determine
which lock is ahead of another, as we do not have the source of m.
However, for the purpose of deadlock detection, only the nested
locking sequence matters.

Algorithm 1 shows an iterative process of constructing for a method

an SLT w.rt. a test instance. It creates the SLT’s root (ret) based
on the test instance I (line 1). For each variable i in I, thread; is
started to acquire a lock on 3. After the lock is acquired, thread:
suspends and keeps holding it (lines 3-5). threads is then started
to invoke m with I as its input values by reflection (lines 6-7).
The two threads are observed (by the main thread). Line 8 checks
whether threads is blocked, and more importantly, whether threads
happens to be blocked by the intrinsic lock that is being held by

slt1 slt2 slt3 slt,

R_RKR. R

>/3f2:f2/V3 \//3f27ﬁf2V3
fl f1 f1 fl/

(a) SLT equivalent relation. slt1 and slto are equivalent, but slt3 and
slt4 are not.

slt1 slt2 slt3 slt,

PP
},3 2 v3 2 }/3 fl
fl fl

(b) SLT containing relation. slt; contains slt2 and slts, but slt2 is not
a subtree of slty, while slt3 is. slt4 is not contained in slt;.
Figure 4: Equivalent and containing relations of SLTs. Only struc-
tures are considered in these two relations, values of test instances
in the roots are ignored.

thread:, as threads may also be blocked for the other reasons
(e.g., an invocation of the wait () method in m). If so, an empty
SLT tree is created (line 9) and checkNesting® is called to
check whether there exist nested locks (line 10). If there are nested
locks, they are all added into ¢ree (lines 11-12). Only the current
checking object ¢ is added otherwise (line 14).

After that, tree is merged into ret (line 16). The merging of
SLTs can be performed by checking whether an SLT can be equiv-
alent to another or contained by another:

RELATION 1  (SLT EQUIVALENT). Two SLTs are structurally
equivalent, regardless of the test instance, denoted as slt; = slta,
as shown in Figure 4a.

RELATION 2 (SLT CONTAINING). One SLT slty contains an-
other slta, denoted as slta C slti, if there exists an slt1’s subtree

which can be added to a certain node of slta’s such that slt; =
slte, as shown in Figure 4b.

Algorithm 2 shows how function merge() works. It firstly checks
if the two candidate SLTs to merge satisfy Relation 1 or Rela-
tion 2, and returns cur for Relation 1 or the containing SLT for
Relation 2 (lines 1-2). Otherwise, it moves on to traverse target’s
children nodes and compares each one (say targetChild) with
each of cur’s child node (say curChild). If targetChild and
curChild are same (nodes node;(v1) and nodes(ve) are same
when v1 = w2), their subtrees are merged recursively (lines 7-10).
If no same node can be found, targetChild is added as a new child
(lines 11-18).

We next use the foo method in Figure 2 to illustrate the merge
function. Let two SLTs (¢reel and tree2) be merged: treel has
only one node (v3), and tree2 has two parent-child nodes (v3 and
f£1). As treel C tree, the merge function returns tree2 and
eliminates a redundant tree (i.e., treel). If treel has only one node
(£2), the merging of treel and tree2 results the SLT in Figure 2.

Picking up detection candidates. A method may have a large set
of variables in its test interface as locking candidates. For a method
m declared in a class C, the locking candidates can be categorized
into four sets: Sy, (the parameters of m), S; (the receiver, the
this object, and the class object of C), Sy (the fields of C) and

3Function checkNesting () takes the blocked thread as
input. It retrieves the thread’s information by calling
getThreadInfo () method from ThreadMXBean, an inter-
face available since JDK 1.6.



Se (the environment objects). Our empirical study which will be
explained in Section 4.4 clearly shows that locks on environment
objects and parameters are rare, while it will be quite difficult to
explore all environment variables w.rt. black box APIs. Thus we
omit S, but leave it for future work. In our study we consider only
the following sets as locking candidates:

Se = Smp U Si U S;. )

LockPeeker also omits variables whose types are primitive (e.g.,
Integer and Float), since it is error-prone to lock such re-
sources. Indeed, many programmers believe that it is a bad practice
to acquire locks on variables of primitive types. For example, Find-
bugs [12] determines such locks as bugs*. Therefore, we assume
developers follow the good practise, but spend more resources on
checking the locks on non-primitive variables for efficiency.

3.2.2 Mutating test instances

Algorithm 1 constructs an SLT from an initial test instance which
is related to a set of default values for its variables: e.g., 0 for int
variables, and t rue for boolean variables. For complex types,
they are instantiated with their simplest constructors with the sup-
port of reflection. If such variables do not have visible constructors,
mocked objects are then taken, with the support of Mockito®.

Meanwhile, using the default values can detect the structures of
simple locks (e.g., the forNameO method), but is insufficient for
those methods with complicated structures (e.g., the £oo method in
Figure 2). As test instances with different values for their variables
can reveal locks in different branches, we mutate the initial test
instance to explore complicated structures.

However, it is infeasible to completely determine how many mu-
tants are sufficient: too few mutants may not explore all necessary
branches; meanwhile, it is expensive to use a number of mutants to
test the method, if few conditional locks exists within the method.
LockPeeker takes a two-phase exploration strategy to tackle this
problem.

LockPeeker first takes a blind exploration phase to detect (1)
whether the locks are conditional, and (2) what their structure(s)
are. The variable values of a test instance are randomly mutated
for exploring branches. LockPeeker reuses the mutation operators
that are proposed by Alexander et al. [1]. Besides mutating indi-
vidual values, LockPeeker considers a combination of values. For
example, if an value is of a boolean type, LockPeeker keeps it as
true or false, and tries values for other variables. The blind
exploration needs to terminate in a limited number of iterations.
We have evaluated the blind exploration phase (the details will be
explained in Section 4.3), and the results show 100 is a reasonable
threshold to terminate the exploration.

Next, LockPeeker takes a guided exploration phase in which
a greedy heuristic is used to search for more SLTs for condition
boundaries. As the locking condition’s structure has been detected,
in this phase only the variables that are involved in the condition are
mutated. The rationale of this is based on an assumption that SLTs
are neighbors. Thus it is feasible to find more SLTs by exploring
the neighbors of a found SLT. For example, if the root of SLT,,
is an integer whose value is m, LockPeeker first tries m — n and
m + n, where n is randomly picked. If two STLs (SLTy,—r and
S LTy, +n) are built, LockPeeker compares the built STLs for the
next mutation: if SLT,,—,, = SLTy # SLTy+n, LockPeeker
takes a fast mutation strategy to look for the boundary which lies
between m and m + n; if SLT,,—n, # SLT,, = SLTp4n, the

*http://findbugs.sourceforge.net/bugDescriptions.html
*Mockito is a popular mocking framework for unit testing of Java
programs, see http://site.mockito.org/

boundary value is explored between m — n and m. It explores the
boundary value in both directions by enlarging n otherwise.

Mutation strategy. LockPeeker takes a fast mutation strategy for
exploring the boundary values effectively.

Let two SLTs (S and S2) be inequivalent, and their test in-
stances be I1={i}, 4%, ..., iL} and I,={i2,i3,...,i2}. We search
for the boundary value, I'={i},45,...,4,}, between I; and Is.
During the search, LockPeeker changes the numeric values to their
averages, but does not change the nominal values. Based on the
new test instance I3, LockPeeker builds a new SLT (S3). If S3
equals to S1, LockPeeker searches between I3 and Io; if S5 equals
to S2, LockPeeker searches between I3 and ;. The search process
continues until AT is close to zero.

3.3 Synthesizing Condition

After exploring boundary values by mutating inputs, LockPeeker
generates many discrete SLTs. It infers conditions and deduces a
CLT out of those generated SLT's to represent the locks of an API
method. For simplicity, we assume that an input is compared with
only an operator (e.g., >, <, and ==), and the values to compare
are constants.

Inferring a decision tree LockPeeker uses a decision tree [25] to
classify SLTs. In a decision tree, a leaf represents a tree structure
that is shared by a number of SLTs; the path from the root to a leaf
represents a classification rule for the tree structure. LockPeeker
infers the decision tree with the C4.5 algorithm implemented in an
open source machine learning tool Weka [7]. The algorithm takes
encoded SLTs as its inputs, and infers a decision tree. An SLT is
encoded by its tree structure and inputs, where the tree structure is
used for classifying and the input values for inferring rules for each
classification.

Constructing CLTs Based on the decision tree, LockPeeker con-
structs CLTs. A tree structure can be restored from a leaf of a deci-
sion tree (D7), and the condition for such tree structure be deduced
from the path from D7"s root to the leaf. The CLT is constructed
by putting the condition to the root of the tree structure. Multiple
leaves can lead to the same tree structure, indicating the condition
for such a CLT is a union of all the paths.

Merging CLTs Algorithm 3 describes how CLTs are merged. Most
of the algorithm is similar to Algorithm 2 except that: (1) no checks
for Relation 1 or Relation 2 are performed at the beginning, be-
cause nodes conditions are still required to merge even if any of the
relations is satisfied; (2) conditions are combined with an or oper-
ator (line 6) when two nodes are same (nodes node; (v1, coni) and
nodes(v2, cong) are same, if v1 = vs).

Figure 5 shows an example of the whole process of revealing la-
tent locks in the foo method in Figure 2. It starts from an initial
test instance which is then iteratively mutated to generate SLTs.
Two SLTs (tree; and treeyq) have two nodes, and the other two
SLTs (treez and trees) have three nodes, more SLTs with simi-
lar structures are not shown. After they are encoded, tree; and
trees are grouped into locktreer, and trees and trees are grouped
into locktrees. LockPeeker infers a decision tree with three leaves
from encoded SLTs. The right two leaves refer to locktrees, and
the left leaf refers to locktree;. Based on the decision tree, Lock-
Peeker constructs two CLTs with conditions specified on roots.
locktreey’s condition is parsed from the decision tree’s leftmost
path, locktree2’s condition is parsed from the other two paths. At
last, two CTLs are merged into one and merged conditions are sim-
plified (i.e., £1’s condition is simplified to vl <= 0V v2 ==
TRUE, and the other nodes’ conditions t rue).
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Figure 5: An example of the whole process to construct a CLT from a target API method. Only method parameters are shown for simplicity.

Table 1: Subjects. In this table, M and EM represent the total num-
Algorithm 3 cur.cMerge(target) ber of methods and the number of evaluated methods, respectively;
L and EL represent the total number of locks and the number of
evaluated locks, respectively.

Input: Current CLT, cur
Objective CLT to merge, target

Output: Current CLT merged with the objective CLT Project LOC M EM L EL Version
1: for each targetChild in target.children do DBCP 5,792 6 6 6 6 1.2
2 node2Add <+ null Derby 357,575 535 34 581 37  105.1.1
3:  for each curChild in cur.children do Fg)Server 1}3(5)22 4; 2; 42 2§ }(7)8
. . g . TOOV R .
gj if fggjﬁig&l‘zii cgne(curChzld) then qulD;ys 165787 97 30 105 32 233
. o . . Log4j 15,615 39 13 43 15 1.2.15
6 curChild.condition < curChild.condition V Lucene 45,842 104 21 126 24 293
targetChild.condition Pool 1,891 13 10 13 10 1.2
7: curChild < curChild.cMerge(targetChild) Tomcat 218,882 417 33 464 35  8.0.29
8: break Xalan 12,039 23 13 24 13 272
9- else Total 955,084 1,283 189 1,414 203
10: node2Add + targetChild
11: end if
12 end for 4.1.1 Setup
13:  if node2Add # null then Subjects Ten popular open source projects used in concurrency
14: cur.add(node2 Add) testing researches [20] are employed as our subjects (Table 1). Lock-
15:  endif Peeker takes their methods as API methods, and does not ana-
16: end for lyze their code. The ground truth is established by a code read-
17: return cur ing of these projects. We firstly searched in the ten projects the
synchronized keywords that are enforced within methods, and
4. EVALUATION in total, 1,414 synchronized keywords were found in 1,283

methods. The results were analyzed by three software engineer-
ing graduate students to identify the sources of locking objects, the
locking structures and locking conditions. This work is manually
completed, as few tools can just meet our requirements.

We have developed a tool for LockPeeker, and conducted evalu-
ations on ten open source projects. The evaluation is to answer the
following four research questions:

e RQ1: How effective is LockPeeker in revealing locks in Java As discussed in Section 3.2.1, we focqs on locking candidates
API methods (Section 4.1)? from method parameters, fields and receivers. To guarantee the
e RQ2: What kinds of deadlocks can be detected, if our de- representativeness, we selected locks from all of the three types,

which include 189 methods with 203 locks: All of the 47 methods
that acquire 49 locks on method parameters were selected, and for
fields and receivers, we randomly selected ten methods from each
project. We thus obtained 77 methods that acquire 86 locks on
fields, and 67 methods that acquire 68 locks on receivers. There
are two overlapping methods for parameters and fields.

Table 1 shows our subjects. Columns “Project”, “Version”, “LOC”,

tected latent locks are integrated (Section 4.2)?
e RQ3: What is the significance of LockPeeker’s threshold
(Section 4.3)?

e RQ4: What are the essential test instance variables that may
trigger locks (Section 4.4)?

Correspondingly, our evaluation results, which will be explained

in this section, indicate that (1) LockPeeker detects 74.9% locks “M”, “EM” list their project names, versions, project sizes, the
from real-world project methods; (2) with our detected latent locks, numbers of methods that have locks, and the number of methods
existing tools are able to detect real deadlocks that involve latent used in the evaluation respectively. Columns “L” and “EL" list the
locks in native methods; (3) when the threshold is 100, we have numbers of synchronized keywords inside methods and those
90.8% of confidence that the conditions and structures of locks can of evaluated locks, respectively.

be fully revealed; and (4) a majority of locks are placed on method Metrics We compared our detected locks with the ground truth at
parameters, fields, and receivers. three levels: (1) whether a lock is detected; (2) whether the rela-

tions (sibling, nesting) among locks are detected, where the sibling
sequence is ignored; and (3) whether the branching specifications

4.1 RQI1. Detected Locks



Table 2: Results of detecting locks.

Projects Parameter Field Receiver Total
RC, RCH #Locks RCY RC5 #Locks RCY RCY #Locks RCY RCo #Locks
DBCP N/A N/A 0 25% 25% 4 100% 100% 2 50% 50% 6
Derby 78.6% 78.6% 14 84.6% 84.6% 13 80% 80% 10 81.1% 81.1% 37
FtpServer 25% 25% 4 50% 50% 4 N/A N/A 0 37.5% 37.5% 8
Groovy 0% 0% 3 90% 90% 10 70% 70% 10 69.6% 69.6% 23
HsqlDB 75% 75% 12 80% 100% 10 80% 100% 10 78.1% 90.6% 32
Logdj 0% 0% 1 83.3% 83.3% 12 0% 100% 2 66.7% 80% 15
Lucene 100% 100% 1 75% 83.3% 12 18.2% 54.5% 11 50% 70.8% 24
Pool N/A N/A 0 N/A N/A 0 80% 90% 10 80% 90% 10
Tomcat 71.4% 71.4% 14 63.6% 63.6% 11 80% 90% 10 71.4% 74.3% 35
Xalan N/A N/A 0 40% 40% 10 100% 100% 3 53.8% 53.8% 13
| Total | 65.3% 65.3% 49 | 70.9% 74.4% 86 | 67.6% 82.4% 68 | 68.5% 74.9% 203 |

(e.g., condition expressions, catch clause, and loops) are detected.
When all tree levels are reached, we say that the lock is strictly de-
tected. When the first two levels are reached, the lock is loosely
detected. Meanwhile, even if a detected lock is loosely correct, it
helps reveal deadlocks.

The definitions of our recall are:

strictly_detected

RCy = total ®)
RCy — loosely_detected @)
total

where strictly_detected (or loosely_detected) denotes the num-
ber of the strictly (or loosely) detected locks, and total denotes the
total number of locks.

Default call sequence and input values To reveal locks, a method

shall be invoked with appropriate call sequences and values. Typi-

cally, tools analyze sources to obtain call sequences and values. For

example, GRT [22] can generate correct call sequences. But such

techniques are not ready for API methods whose source are inac-

cessible. We thus use the default values for primitive objects, in-

stantiate complicated objects by their default constructors or mocked
objects, but omit call sequences.

4.1.2 Result

LockPeeker does not report any false positives in the evaluation.
We manually compare the reported locks with the ground truth. All
reported locks reside in the subject programs.

Table 2 shows the recalls of our detected locks. Columns “Pa-
rameter”’, “Field”, and “Receiver” list detected locks on method
parameters, fields, and receivers, respectively. Column “Total” lists
total detected locks. Sub-columns “RC,”, “RC5”, and “#Locks”
list the RCys, RC3s, and the number of locks, respectively.

The results show that (1) LockPeeker detects 74.9% of locks in
total, and (2) it effectively detects all of the three types of locks. We
inspected the inferred locks, and found that some inferred locks are
complicated. For example, the forceFlush method in Derby
has a nested lock when a boolean field is false. Below shows the
relevant code:

if (stopShipping) return;
synchronized (forceFlushSemaphore) {
synchronized (objLSTSync) {...}

}

LockPeeker successfully detects structures and conditions of many
such locks. However, it fails in detecting 49 locks due to two main
reasons, the details shall be discussed in Section 6.

o [nsufficient call sequences and input values. 42 out of 49
locks are not detected, since special call sequences and input

values are needed to trigger these locks. As API methods are
in black boxes, it is infeasible to explore call sequences and
input values.

o Complicated code structures. 7 out of 49 locks are not de-
tected, since their structures and conditions are rather com-
plicated.

In addition, as discussed in section 3.2.1, LockPeeker omits search-
ing for the locks on variables of primitive types. It is worth notic-
ing that programmers can enforce locks on such variables in prac-
tice, which violates our initial assumption. For example, the pro-
grammers of the Xalan project acquire locks on variables of the
Boolean types.

In summary, our results lead to the first observation: LockPeeker
is able to detect more than two thirds of locks in real-world APIs,
even if their sources are inaccessible. In addition, the variety of the
subjects in Table 2 is high. Although LockPeeker is less effective
in detecting locks from complicated methods, these complicated
methods are not evenly distributed in the selected subjects.

4.2 RQ2. Detected Deadlocks
4.2.1 Setup

We integrate LockPeeker with a deadlock detection tool named
CheckMate whose idea is originally proposed by Joshi et al. [13]
and reimplemented in our previous work [20]. CheckMate instru-
ments source code of a program under analysis to collect its concur-
rency behaviors (including synchronizing, starting, joining, wait-
ing, and notifying threads). After executing the instrumented pro-
gram, CheckMate records a trace program, which is an execution
model of the original program. CheckMate then employs JPF to
detect deadlocks from the execution model. We compared the ca-
pabilities of CheckMate in detecting deadlocks, before and after it
is integrated with LockPeeker.

Subjects. Table 3 shows the descriptions and the repair time of our
selected deadlocks. The following call sequences trigger deadlocks
with latent locks:
1. The New Relic bug of Jboss.® The native method forName0
has a latent lock.
e Threadl: lock( forNameO0’s parameter, ModuleClass—
Loader) — lock(Verifier);
e Thread2: lock(Verifier)— lock(ModuleClassLoa—
der).

2. IBM IV-30066." The native method forName Impl has a latent

®https://discuss.newrelic.com/t/jboss-7- 1- 1-crashs-with-deadlock/
408

"http://www-01.ibm.com/support/docview.wss?uid=
swgl1IV30066



Table 3: Found real-world deadlock bugs that involve latent locks.

[ Bug | Bug Description | Repair Time |
New Relic with Jboss JBoss does not start up correctly because of a deadlock in 3 threads when New Relic is enabled. Unknown
IBM IV-30066 .In JVM class loadlng, thelje isa val}datlon whether a class is already in loading process or not. But 7 days

it may deadlock during this validation.
Eclipse BIRT-287102 A deadlock‘h‘app(.sns when a data import thread opens a lot of files in a loop and another thread 7 days
attempts to initialize a BIRT report engine in the same time.
Groovy-4736 When multiple threads uses GroovyClassLoader to get Groovy classes or just work with them 3
y and an other(s) threads change the sources, then deadlock can happen. years

Found locks in the method
java.lang.Class.forNameO(Ljava/lang/String;
ZLjava/lang/ClassLoader;Ljava/lang/Class;)

synchronized (p3) {
}

p3: the third method parameter

Figure 6: An example of latent lock reported by LockPeeker.

lock.
e Threadl: lock(forNameImpl’s parameter, ExtClass—
Loader) — waiting Thread?2 terminates;
e Thread2: lock(ExtClassLoader) — terminate).

3. Eclipse BIRT-287102.® The native method forName0 has a
latent lock.
e Threadl: lock(forNameO’s parameter, Chi1dFirstUR~-
LClassLoader) — lock(JarFile);

e Thread2: lock(JarFile) —lock(ChildFirstURLCla-

ssLoader).

4. Groovy-4736.° The two native methods forName0 and get—
DeclaredFieldsO0 both have latent locks.
e Threadl: lock(HashMap) — lock(GroovyClassLoad—
er$InnerLoader in getDeclaredFields0);
e Thread2: lock(forName0’s parameter GroovyClass—
Loader$InnerLoader) — lock(HashMap).

4.2.2 Result

CheckMate originally detects none of the four deadlocks. Af-
ter it is integrated with LockPeeker, CheckMate detects all the four
deadlocks, since LockPeeker supplements CheckMate with the la-
tent locks inside the unanalyzable API methods.

Example We use BIRT-287102 in Figure 1 to illustrate how our
detected locks improve CheckMate.

CheckMate alone does not report the deadlock in BIRT-287102,
as it is not aware of the existence of latent locks inside the native
method forNameO. The trace program (Figure 7a) generated from
the buggy code (Figure 1a) shows that the two threads both request
the lock on obj1. CheckMate alone does not report any deadlock
for this because there is actually no cyclic locking behaviors in the
trace program.

LockPeeker supports CheckMate with support in finding poten-
tial deadlock in two steps:

e Detecting latent locks. LockPeeker scans all the API meth-
ods that are called in the buggy code, and finds that the for—
Name 0 method has a latent lock on its third method parame-
ter which is named as p3. For the native method, LockPeeker
generated a CLT that has only one node, p3, indicating that
the method has a latent lock on its third parameter with con-
dition t rue. Figure 6 shows the reported latent locks.

8https://bugs.eclipse.org/bugs/show_bug.cgi?id=287102
*http://jira.codehaus.org/browse/GROOVY-4736

public class TraceProgram {
static Object obj1 = new Object();
static Object obj2 = new Object();
static Thread t1 = new Thread() {
public void run() {
synchronized (obj2) {
synchronized (obj1) {}
}
1% 1%
static Thread t2 = new Thread() { static Thread t2 = new Thread() {
public void run() { public void run() {
synchronized (obj1) { synchronized (obj1) {
synchronized (obj2) {}
P P
public static void main(String[] args) { public static void main(String([] args) {
tl.start(); tl.start();
t2.start(); }} t2.start(); }}

public class TraceProgram {
static Object obj1 = new Object();

static Thread t1 = new Thread() {
public void run() {

synchronized (obj1) {}

(a) Original trace program generated (b) New trace program generated by
by CheckMate when LockPeeker is CheckMate when LockPeeker is in-
not integrated. tegrated.

Figure 7: The trace programs of SimpleBirt287102, generated
by CheckMate with and without LockPeeker.

e Supplementing detected latent locks on objective code. We
make latent locks visible to CheckMate by explicitly supple-
menting them as program replacements in the objective code
along with the actual API call. In particular, when an API
method m has no callback, we add program replacement be-
fore the call site of m. If m has callback, we firstly check if
the callback is within the scope any latent lock, and surround
it with corresponding lock (and conditions). Thus duplicated
locks are added, but they will not affect the actual API exe-
cution, because when the added lock is reached, the thread
must have hold the same lock already.

CheckMate executes the resulting program, and generates a new
trace program (Figure 7b) which has the latent lock. As highlighted
by the gray background, a new lock on ob3j2 and relevant locking
statements are newly generated. JPF thus can report the deadlock
in BIRT-287102 by checking the new trace program.

Since the combination of LockPeeker and CheckMate advocates
an idea of modifying the objective code, rather than modifying
CheckMate itself, the resulting program with supplemented method
replacements can also be used by other tools for detecting dead-
locks. However, it still requires human efforts in matching lock-
ing scopes and callbacks (i.e., determining into which locations the
method replacements should be instrumented), we plan to automate
the matching process in future.

4.3 RQa3. Significance of Threshold

As Section 3.2 explains, the blind exploration phase requires a
threshold to terminate its exploration. Here we use different thresh-
old values to evaluate the impacts of the threshold on different types
of conditions.

4.3.1 Setup



Table 4: Significance of the threshold.

. . 20 50 100 200 2500
Project Method Condition Type P; o o o o o o o o 5 0
Tomcat getServlet 1 nominal 512% | 100% 100% | 100% 100% | 100% 100% | 100% 100% | 100% 100%
Derby skip 1 numeric 9.9% 95% 0% 100% 100% | 100% 100% | 100% 100% | 100% 100%
Derby setSharedState 2 nominals 16.5% | 100% 90% | 100% 100% | 100% 100% | 100% 100% | 100% 100%
HsqlDB | delete 2 numerics 1.5% 20% 0% 100% 0% 100% 0% 100% 0% 100%  40%
Derby isValid I nominal + 1 numeric | 5.4% 80% 2% 100% 41% | 100% 51% | 100% 47% | 100% 45%
Tomcat run 3 numerics 7.2% 1% 0% 23% 0% 87% 0% 98% 0% 98% 0%
[ Total [ 91.7% | 81.8% 66.2%] 86.2% 79.8%] 90.8% 80.4%| 91.6% 80.1%] 91.6% 80.6%|

Subjects. The impacts of the threshold highly depend on locking
condition’s structures.

According to our analysis on the locks in Table 1, conditions
on locks can be atomic conditions or compound ones. An atom
condition can be a nominal condition that determines whether val-
ues equalize to constants, or a numeric condition in which numeric
values are compared. A compound condition is composed of two
or more atomic conditions. It has two types of information: (1) a
condition structure for organizing two or more atomic conditions
using logical operators, and (2) constant values indicating options
of nominal conditions and boundary values of numeric ones.

We found that 334 out of 1,414 locks have conditions. Most
conditions are simple, since 306 out of 334 have two or less atomic
conditions. As compound locking conditions consisting of four or
more atomic conditions are rare, we analyzed those consisting of at
most three atomic conditions.

From the ten projects in Table 1, we investigated the significance
of the threshold by selecting six methods. Each method has locking
conditions. Thus we collected two atomic conditions, three com-
pound conditions with two atoms, and a compound condition with
three atoms. We simplified each method such that the method only
keeps the locking conditions and locking actions. The representa-
tiveness of the samples can be calculated by

condition_type
_typ (5)
total

where condition_type is the number of locks in a type, and total
the number of total locks with conditions (334 in our evaluation).

representativeness =

Metrics. We randomly searched the test instances. Following the
guideline of Arcuri and Briand [2], for each threshold value, we ex-
ecuted our approach for one hundred times. We define two criteria
to measure our results:

structure_detected

G = total_run ©)
Cy — detected e
total_run

where structure_detected is the times of correctly detecting the
condition structures of locks, detected the times of correctly de-
tecting both the condition structures and their boundary values, and
total_run is one hundred.

4.3.2 Results.

Table 4 shows the results. Columns “Project”, “Method”, and
“Condition Type” list the sampled projects, methods, and condi-
tion types. Column “P;” lists the representativeness values that are
calculated by Equation 5. Columns “20” to “2500” list C; and C>
values calculated by Equations 6 and 7, when threshold values are
set from 20 to 2500.

The results indicate that in blind exploration phase 100 is suf-
ficient for detecting both structures and values for most condition

s. [ s
S I oo
s, I s

S, %

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

Figure 8: The distribution of locks of the ten open source projects.
Smp, Si, Sf, and Se denote the locks on method parameters, re-
ceivers, fields, and environment variables, respectively.

types (i.e., the top five types). However, blind exploration alone
cannot handle more complicated types, as it fails in detecting con-
ditions for three numeric conditions.

To reveal the overall impact of a threshold, for C; and Cb, their
total values are calculated as:

total_Ci = Z P, x Cq (8

total_Cy = Z P x Cy 9

When the threshold value is 50, the total values of C; and C>
are 81.8% and 66.2%, respectively. When we chose some larger
threshold values, the total values of C; and C5 did not increase
significantly. Thereafter, we selected 100 as the default threshold
value, when the total values of C; and C5 are 90.8% and 80.4%.
The total value of C2 only increases to 80.6% when the threshold
is 2,500.

4.4 RQ4. Essential Variables

We next investigate which variables can trigger locks in API
methods.

4.4.1 Setup

To answer which variables in test instances can cause locks in-
side API methods, we asked the three graduate students in Sec-
tion 4.1 to classify locks into categories according to their origins.
They analyzed all the locks in Table 1.

4.4.2 Result

Figure 8 shows the results. The 1,414 locks fall into the four
categories:

e m’s parameters, denoted as Sy,y.

An instance of class C' (usually referred by this), or the
class object of C(i.e., C.class), denoted as S;.

Class C’s fields, denoted as S'y.

Instances, returned values from other classes, considered as
environment variables, denoted as S..

Our study shows that the three types of locks such as Sy, S;
and Sy, cover most locks: nearly two thirds (904 out 1,414) of



the locks are acquired on fields (Sf); more than a quarter (385 out
of 1,414) of locks are acquired on their receivers (.5;); the remain-
ing locks are acquired on environment variables (S.) and method
parameters (Smp).

4.5 Threats to Validity

The threat to external validity includes the representativeness of
our selected subjects. Our evaluations were conducted on the ten
open-source projects. Although the ten projects have nearly one
million lines of code and are widely used, our analyzed code is lim-
ited, and the data from other projects can be different. The threat
could be further reduced by introducing more projects as our sub-
ject in future work, which shall cover more locking idioms.

The internal threat comes from the false negatives. In our evalua-
tion, some locking candidates are omitted. Although rare, locks on
S can still exist, leading to some false negatives. We plan to find
a solution to exploring the environment variables for API methods
and revealing latent locks on S, in our future work.

S. RELATED WORK

Deadlock detection in APIs Researchers have tackled the problem
of detecting deadlocks caused by third party libraries. Williams et
al. [33] statically build lock-order graphs for both API code and
client code, and then detects cycles in such graphs. Jula et al. [14]
instrument both API code and client code to collect locking be-
haviors. From collected behaviors, they mine deadlock patterns,
and avoid code from entering same patterns again. Samak and Ra-
manathan [26] take a multi-threaded library as input, and synthe-
size relevant multi-threaded tests from the input and analyze the
associated execution traces for deadlocks. All the preceding ap-
proaches require accessible and analyzable API or native code, and
thus are not able to detect deadlocks that involve API code. In the
contrast, our approach detects latent locks in API code, allowing
detecting corresponding deadlocks.

Deadlock detection For deadlock detection, execution models can
be built via static or dynamic analysis. Static approaches [6, 23]
employ various static analysis techniques (e.g., call graph analysis
and points-to analysis) to look for cyclic acquisitions in program
source. Dynamic approaches [3,4, 13,21, 28] execute and record
traces of a target program, and then analyze traces that are gener-
ated from non-deadlock execution to find potential deadlocks. The
two types of approaches typically omit API or native methods, as-
suming these methods are irrelevant to deadlocks. Our approach
complements the preceding approaches, since it detects latent locks
in API or native methods.

API and multilingual code analysis The research on multilingual
code analysis is related, since API code and source code are typi-
cally two types of code. Hong et al. [11] proposed new mutation
operators in native code to locate faults for multilingual bugs. Kon-
doh and Onodera [16] statically analyze JNI programs to detect
four types of bugs such as error checking, memory leak, invalid
uses of a local reference, and JNI calls on critical regions. Li and
Tan [19] work on exception checking for JNI. Lee et al. [17] focus
on the debugging environment for multilingual programs. Tan [30]
studies the define-use constrains for multilingual programs. Tang
et al. [31] summarize API code to speed up code analysis. Hen-
zinger et al. [9] infer automata from API code. Zhong et al. [34]
infer specifications from API code, while Pandita et al. [24] infer
specifications from both API documents and API code.

There is very limited research considering concurrency in mul-
tilingual code analysis. Li er al. [18] statically extract memory-

access models for both client code and native code, and inserts
locks to guarantee atomicity.

Comparatively, our approach synthesizes locking code for API
methods, complementing the preceding approaches.

6. DISCUSSION AND FUTURE WORK

As the first work on detecting latent locks in APIs, there are still
adequate places for improvements. To provide insights for follow-
up researchers, we carefully analyze the failures in Table 2, and we
identify the following directions that need further exploration:

Call sequences and inputs When a target method requires sophis-
ticated call sequences and input values to activate a lock acquisi-
tion, LockPeeker may not provide enough information to support
such method invocations. Therefore, the target method execution
may be ended too early to reach the locks, causing no false neg-
atives. However, it is possible to support such situation by ana-
lyzing APIs’ documents or searching code base for existing client
code that calls such APIs to find necessary preconditions to assure
method execution.

Repeated locks A thread can lock a resource multiple times in a
method, sequentially or nestedly, but Algorithm 1 can detect only
the first locking. Suppose a lock, L, is acquired twice in thread;,
and to reveal the second locking activity, it requires threads to
hold L just between the two acquisitions. In addition, for a nested
situation, the acquisition in threads will be blocked, if the object
is already locked. Our current implementation still cannot handle
the situations, but it may be feasible with the support of JDI'® (Java
Debugging Interface).

Complicated condition branch LockPeeker cannot recognize com-
plicated condition branches and conditions on complicated objects.
For example, LockPeeker can discover locks inside cat ch clauses
when the target method step into it, but cannot infer the correspond-
ing try-catch clauses. As another example, it is common in Java to
check conditions relevant to the returned value of a method invoca-
tion, but LockPeeker fails in recognizing such conditions.

7. CONCLUSION

Locks can be latent in API methods, which are not rare, but dif-
ficult to be detected. As existing approaches typically treat API
methods as empty boxes, they are insufficient to detect deadlocks
that involve latent locks in API methods. In this paper, we propose a
novel approach, called LockPeeker, that detects latent locks in Java
API methods by extensively testing a method, observing the lock-
ing behaviors, and inferring the locking structure and conditions.
Our evaluation results have demonstrated that LockPeeker is capa-
ble of derive a clear locking tree for an API method with a small set
of test instances. We believe that developers can use LockPeeker to
identify the latent locks in API methods and improve the robustness
of Java applications.
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